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Placing Order through Instant Messaging Applications Service
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Risk Disclosure Statement and General Advice to Customers

JE P e BB 5 ) R

Risks of using instant messaging (“IM”) applications for order placing {3 Fg E[Iig 38 51 FI A2 3 A2 B 45 ray JEis:

1. Network broken down 434% B
Network can be broken down for either users or at both ends which may cause communication completely stopped.
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2. IM service provider suffers from system breaking down R[55Ik S HLIERS 2 SiE IFHAE
The system of the IM service provider may break down and messages are delayed in delivery or disappear from the system.
B s R 5 L FE R A P RS 7 T RS IESR BT S 5 PH K

3. The system of IM service provider malfunctions R[E3EAAR S LLERG 2 E R ERE
The system of the IM service provider may malfunction, causing communication break downs, message delivery delayed, message
wrongly delivered or sent messages disappear within the system.
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4. Phishing scams §84% 8V A EER
Messages containing phishing content or link might be sent to you seemingly from someone you know or a trustful enterprise to trick
careless recipients overlooking the authenticity of the contents and fall into phishing scams or fraud.
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5. Computer virus spreading 5B EISKFE

Computer virus is the program (malware) designed to carry out destructive activities to victims. Often malware is hidden in the messages
with malicious attachments. If you open the message or attachment the application or the system might be compromised.
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6. Public network risk /N 3E484% E ks
Mobile IM access and communication via the public network might lead to message contents intercepted and eavesdropped and thus
sensitive information leaking.
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7. Account theft BESREXZ
Popular mobile IM applications often allow you to use your IM account on the computer by accessing the web based version for the sake
of convenience. However, if your account is not managed properly or your password is successfully cracked by attackers, it might be
misappropriated.
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8. Application bug #k{RE
If you do not apply the bug fix patch by updating the mobile IM application regularly, malicious users might be able to conduct attacks
through the software vulnerabilities. It might cause the application or system crash, or leakage of sensitive data and account information.
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The above list of risk of using IM services is by no means an exhausted list and can only indicate various risks that may associate with such services.
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General Advice for using IM Applications {5 F RlIiG @R 2N ¢

Do's E{HHTEE

1. Enable firewall protection {55 Ff5 K iR e8
Personal firewall should always be enabled.
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2. Anti-virus app installation and update $&EHRERE R AR5
Install anti-virus app to protect your device from virus and ensure the anti-virus app is update.
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3. Know the security features of mobile IM applications T f& i Bl R R VR ZZThEE
Various security enhancements, such as message encryption, message self-destruct, two-factor authentication login, privacy settings feature in different mobile IM services. You are advised
to understand such security features and apply them wisely to protect yourself.
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4. Encrypt your messages HIZE/RAVEHE
Always enable message encryption of your IM software.
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5. Conduct regular checkup on the security or privacy settings EHIMERZERIABRT
Regularly review the security and privacy settings of your IM applications.
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6. Disable automatic friend search or invitation acceptance function #§Ef 5 8 K18 B SN ATHEE
When you disable automatic friend search or invitation acceptance function, naturally you reduce the chance for scammers to conduct phishing scams and fraudulent messages on you and
hence minimise the risk of information leakage and falling into the trap.
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7. Disable sharing of resources function BEE RS> ZEIHEE
Only enable resource sharing function when you need to and remember to disable it after process completion.
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8. Disable remote control of microphones and video cameras [ e GIRIE I T B AR S e Th Ak
When you use IM applications, disable remote activation and control of microphones and video cameras if they are not needed.
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9. Verify the recipient list BB ULt ALE
Always verify the recipient list carefully before sending out messages.
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10. Scan any files before opening them Fﬁm&ﬁ%%ﬁﬁ%ﬁ}ﬁ%g%%
Scan any files receiving from IM with updated anti-virus app before opening these files.
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11. Update all apps with latest patches i FHEHBREREHTARER
Make a habit to update all apps especially the IM apps in your devices and other system components with their latest patches.
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12. Enable all notification alerts B{BIFTA BAR SR~
Enable all notification alerts when receiving incoming calls, messages and files to ensure you are kept informed if there are any secret background executions
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13. Download apps only from the official channels REE FEE FHER
Download apps only from official app markets endorsed by OS or device vendors.
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14. Refuse granting excessive information access rights to apps fE&B L A2 B EFE I EHEIRAVER
Restrict the requests from any downloaded apps for accessing your data only on need to process basis and refuse their excessive access right requests.
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15. Activate device screen lock BB FERESH
Preventing the unauthorised use of IM by keeping the device screen lock activated.
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16. Log in the IM service (web version) without having your password stored in the computer. & A §8_F Rk ANEs @R iR 50576 F s B R 2R HEThRe
Always opt out from the setting of "Remember my password" when you log in the IM service (web version).
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17. Log out the IM service (web version) properly TFREE: 4T FAREIEG MR ER
It is a must to log out properly after using the IM service (web version) to prevent unauthorised use of IM.
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Don'ts N EAfHIZE

1. Never send personal or sensitive data Fk REEFLRREBUREDR
Millions of possibilities of leaking data such as data being intercepted during transmission by the unauthorised third party or the transmission not being encrypted, so stop sending personal
or sensitive data via IM.
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2. Ignore whatever requests coming from strangers JE1RFEA B4 N\ R R
Never respond to the messages sent by strangers; simply ignore their request coolly especially anything related to password or authentication codes until you can get in touch with staff of
the relevant organisation via official channel.
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3. Be aware of messages containing unknown links or attachments /N3 A BHER S BT EIAS BB 4
Don't click open the link nor the attachment contained in the message casually. There might be malwares waiting to infect careless IM users falling into traps.
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4. Disable automatic acceptance of file transfers in IM services BRI E A FAUfE X O B2 TheE
Never turn on the automatic acceptance of file transfers in IM services as it often places your device to extra high risk of receiving virus-infected files unknowingly.
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5. Don’t reveal unnecessarily extra personal information T3:3EH28 i5 55 E A\ &6
When setting up your profile in your IM account, refrain yourself from revealing personal information unnecessarily.
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6. Don't disclose contact lists used for batch submissions “RNE23%E 88 A GG SHX 482 i i A B4R BE
Don’t disclose casually your contact lists via IM.
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7. Don't use rooted devices A fiff F HEPR i SHER A
Rooted devices may earn you super administrative privileges but also expose your device OS to an easier route for being attacked.
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